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AI summary 
The "E-Safety Policy for Staff" at North London Collegiate School Kobe outlines the roles, 
responsibilities, and procedures for the safe and responsible use of digital technologies. It 
aims to safeguard pupils, guide them in digital safety, and minimize risks to the school's 
assets and reputation. 
 
Key aspects of the policy include: 

● Scope: Applies to all staff, including volunteers and contractors, using any digital 
technology both inside and outside of school. 

● Responsibilities: Details the responsibilities of various roles, including the Principal, 
Vice Principal, Designated Safeguarding Lead (DSL), and IT Manager, in ensuring 
digital safety. 

● Risk Management: Identifies potential online risks, such as inappropriate contact, 
cyber-bullying, illegal activities, and exposure to inappropriate content. 

● Staff Conduct: Sets expectations for staff's digital behavior, including reporting 
concerns, avoiding personal communication with pupils on social media, and 
protecting confidential information. 

● Inappropriate Use: Outlines procedures for reporting and handling accidental or 
deliberate misuse of technology by staff. 

● Monitoring: States that the school will monitor the use of technology, including the 
internet and email, and use software to scan for key words and phrases. 

● Technology Use: Covers the use of the internet, collaboration tools like Google for 
Education, mobile devices, and video/photography. Staff are prohibited from using 
personal devices to photograph pupils. 

● Social Media: Provides guidelines for staff's social media use, emphasizing the 
distinction between professional and personal communications and the need to avoid 
criticizing the school community online. 

● Reporting: Details the procedures for reporting digital safety issues. 
● Review: Specifies that the policy will be reviewed at least annually. 

 
The document also includes an appendix summarizing procedures for staff in case of a 
breach of the policy. 
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Introduction 
North London Collegiate School Kobe (the School) expects staff to abide by this 
policy which sets out the roles, responsibilities and procedures for acceptable, safe 
and responsible use of all digital and electronic communication technologies. This 
includes the use of School based devices, the internet, email and instant messaging, 
other social networking technologies, and personal mobile devices, to safeguard the 
School community.  

 
The use of technology as a tool to develop teaching, learning, and administration has 
become an integral part of School and home life. There are always going to be risks 
with using any form of communication technologies which lies within the public 
domain. Therefore, it is imperative that there are clear rules, procedures and 
guidelines to minimise those risks whilst using these technologies. 

 
This policy includes information on bringing your own device, the use of social media 
and sets out the requirements the School must make in terms of online safety.  
 
This policy applies to all School staff including volunteers, supply staff, self-employed 
staff, Advisors, contractors or students who work with children. 

Aims and objectives 
The aims and objectives of this policy are to: 

● ensure the safeguarding of all pupils within the School by detailing appropriate 
and acceptable use of all online and digital technologies 

● to help staff guide and teach pupils to take responsibility for their own Digital 
Safety  

● outline the roles and responsibilities of all staff 
● ensure all staff are clear about procedures for misuse of any online 

technologies 
● minimise the risk of harm to the assets and reputation of the School 

Scope and responsibilities 
The policy relates to safety and the acceptable use of the following technologies, 
both inside and outside of the School. 

● Collaboration platforms including the internet, email, and Virtual Learning  
Environments 

● Fixed desktops, laptops, mobile devices and tablets 
● Instant messaging and presence awareness and all other social networking 

technologies 
● Mobile phones and smartphones/watches, and apps including games 
● Cameras, webcams, and other photographic and video equipment 

 
The policy sets out the duty of care for all staff to safeguard the School community. It 
details how the School will provide support and guidance for the safe and 
responsible use of these technologies. It also explains procedures for any 
unacceptable or misuse of these technologies by staff.  

 
The Advisory Board has overall responsibility for the safeguarding procedures within 
the School, the day to day responsibilities for which are delegated to the Principal.  
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The Principal has overall responsibility for the safety and welfare of members of the 
School community.  The Principal delegates day to day responsibility for the online 
safety of pupils to the Designated Safeguarding Lead (DSL) as the person with 
responsibility for safeguarding and child protection throughout the whole School. 

 
The Vice Principal is responsible for the implementation and annual review of this 
policy and will review the record of Digital Safety incidents and new technologies 
where appropriate, to consider whether existing security and Digital Safety practices 
and procedures are adequate.  

 
The Designated Safeguarding Lead is responsible for managing online safety 
incidents in the same way as other safeguarding matters in accordance with the 
School's Safeguarding and Child Protection Policy and procedures including the 
keeping and monitoring of the Discipline Log. 

 
The Designated Safeguarding Lead will work with the IT Manager and Principal in 
monitoring the School's IT safety practices and the implementation of the procedures 
to assess whether any improvements can be made to ensure the Digital Safety and 
wellbeing of the School community. 
 
The IT Manager is responsible for the operation of the security of the School's 
systems and for ensuring: 

● the School’s technical infrastructure is secure and is not open to misuse or 
malicious attack 

● that users may only access the School’s networks and devices if properly 
authenticated and authorised 

● that the filtering policy is applied, and network access is monitored and 
reported on a regular basis, with alerts and notifications for serious breaches. 
 

Teachers play an important role in educating pupils in the safer use of technology, 
and in addition, the School actively promotes the participation of parents to help the 
School safeguard the welfare of pupils and promote Digital Safety.   

Risk management 
Whilst the School endeavours to safeguard and mitigate against all risks with 
regards to Digital Safety, it will never be able to eliminate them all. Any incidents that 
come to the School’s notice will be dealt with quickly and appropriately, according to 
this policy, to ensure the School continues to protect pupils. 

To safeguard and promote the welfare of pupils both inside and outside of the 
School, it is important to anticipate and prevent the risks arising from: 

● Being vulnerable to inappropriate contact from users online, including 
strangers 

● Cyber-bullying and similar forms of online abuse 
● Illegal activities of downloading or copying of copyright materials and 

file-sharing via  the internet or mobile devices 
● Issues with inappropriate email such as spam, ransomware, and phishing 
● Exposure to inappropriate online content and material that could be 

pornographic, racist, abusive, extremist or offensive 
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● The sharing of personal data, including images and the use of social media to 
encourage extremism 

It is important that staff are clear about the procedures for communicating with 
pupils.  For example, staff should only contact pupils electronically, about homework 
or other matters, via a School email address, and not via personal email accounts, 
phones, or social media applications. 

Staff 
Digital Safety is the responsibility of every member of the School community. All staff 
at the School have a responsibility to promote, observe, and respond to events 
surrounding Digital Safety.  Staff are encouraged to act as good role models in their 
use of technologies, the internet and mobile electronic devices, and report any 
concerns about a pupil's welfare and safety in accordance with this policy and the 
School's Safeguarding and Child Protection Policy and procedures. 

It is the responsibility of all staff within the School to: 

● Be up to date with digital knowledge appropriate for different age groups 
● Be vigilant when using technology as part of lessons 
● Promote the safe and responsible use of technology 
● Provide reminders and guidance to pupils on Digital Safety 
● Ensure that pupils are protected and supported in their use of online 

technologies, and that they know how to use them in a safe and responsible 
manner 

● Lock away or safely secure all portable IT equipment when not in use 
● Not connect with any pupil on any social networking site, or via personal 

mobile phones and follow the School's safeguarding guidelines 
● Protect confidentiality and not disclose information from the network, or pass 

on security passwords 
● Make sure that any information subject to General Data Protection Regulation 

is not stored on unencrypted portable media or transported in an insecure 
form 

● Use their discretion when communicating electronically about work-related 
issues and not bring the School’s reputation into disrepute 

● Not use personal phones, and make or take personal calls or engage in 
personal texting when they are on duty or caring for pupils 

● Report any concerns about a pupil related to safeguarding and digital safety 
to the Designated Safeguarding Lead, or in their absence, a deputy 
Designated Safeguarding Lead 

● Report accidental access to inappropriate materials to the IT team so that 
inappropriate sites are added to the restricted list 

● Only use School owned devices and memory cards to take photographs or 
videos of pupils, and adhere to the School’s guidelines on taking, storing and 
using images of pupils as set out in the School’s Code of Conduct for Staff, 
Safeguarding and Child Protection Policy, Use of Pupils’ Images and Names 
Policy and Data Retention Policy.  

Inappropriate use by staff 
If a member of staff is believed to have misused the internet or network in an abusive 
or illegal manner from within School, a report must be made to the Designated 
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Safeguarding Lead immediately; the person initially raising the concern must also 
report the concern directly to the Principal. Safeguarding procedures must be 
followed to deal with any serious misuse, a report filed containing all relevant details, 
and all appropriate authorities contacted as necessary.   

Accidental use 
If a member of staff accidentally accesses inappropriate materials, the member of 
staff must take immediate action to minimise the screen or close the window.  The 
member of staff must immediately report the incident to the Designated 
Safeguarding Lead, or in their absence, a deputy Designated Safeguarding Lead 
and email IT Support so that it can be added to the banned or restricted list. 

Deliberate misuse 
Should a member of staff be found to deliberately misuse digital or online facilities 
whilst at School, or using School equipment, appropriate actions will be taken (see 
Code of Conduct for Staff and the Disciplinary Policy).   

Monitoring use of technology 
It is the responsibility of the School to ensure appropriate systems and technologies 
are in place to monitor and maintain the safeguarding and security of everyone using 
the School network. The School will monitor the use of technology, particularly online 
use of the internet by pupils and staff.  

The School has monitoring software installed on all fixed devices which scans for 
key words and phrases.  All software used is monitored, not just internet browsing.  
In the event of a key word or phrase being used, the user, date, time and context are 
logged.  The list of key words and phrases can be amended, and different actions 
taken depending on the severity.  For example, low risk – the event is logged, 
medium risk – the event is logged, and an alert is generated in the software console, 
high risk - the event is logged, an alert is generated, an email is sent to the 
Designated Safeguarding Lead and a screen shot is taken. 

Anti-virus, anti-spyware, junk mail and SPAM filtering is used on the School’s 
network.  Stand-alone desktop computers, laptops and tablets are updated on a 
regular basis. Security measures are in place to ensure information about our pupils 
cannot be accessed by unauthorised users. Strong encryption is used on the 
wireless network to provide good security. 

Use of the internet 
The School provides staff and pupils with internet access and electronic systems and 
applications with which to communicate and collaborate.  These systems are in 
place to support their academic activities and to maximise the educational 
opportunities presented by such access. 

Fast and secure Wi-Fi access is provided in and around the School grounds. Staff 
are encouraged to connect to the internet whilst on premises owned by the School 
using the ‘Staff’ wireless network. 

Collaboration tools and the use of email 
The School provides a number of collaboration platforms for use by staff and pupils.  
Central to these is Google for Education, which gives staff and pupils access to 
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email, calendar, contacts, and files.  In addition to the standard tools it also provides 
access to Google Meet and Chat.  

The School provides accounts and email addresses for all staff and pupils to 
promote safe and efficient communication inside and outside of the School.  Email 
accounts are provided by Google for Education.  All staff are expected to use email 
professionally and responsibly. 

In addition to Google for Education the School also provides Toddle as a tool for 
teachers and pupils to collaborate on teaching and learning, and allows staff to set, 
monitor, and mark homework, and distribute files and lesson content.  

Use of mobile electronic devices 
"Mobile electronic device" includes without limitation mobile phones, 
smartphones/watches, tablets, laptops etc.     

Staff may bring mobile electronic devices onto the premises but should not take 
photographs of pupils on their personal devices. Staff should only use equipment 
provided or authorised by the School when taking photographs of pupils for official 
School purposes.  

Video and photography 
The School adheres to the General Data Protection Regulation and understands that 
an image or video is considered personal data. The School seeks prior consent from 
parents to publish images or videos of pupils for publicity or promotional purposes.  
Parents may withdraw their permission at any time by informing the School’s 
Marketing team in writing.  Any use of information before consent is withdrawn 
remains valid. 

Staff are not permitted to use their personal mobile electronic devices or memory 
cards to record videos or take photographs of pupils.  Staff must adhere to the 
School’s procedures on taking, storing and using images of pupils as set out in the 
School’s Safeguarding and Child Protection policy, Use of Pupils’ Names and 
Images policy, Data Protection policy and Data Retention policy.   

Sharing nudes and semi-nudes: how to respond to an incident (overview)  
The UK Council for Internet Safety (UKCIS) defines the sharing of nudes and 
semi-nudes as the sending or posting of nude or semi-nude images, videos or live 
streams online by young people under the age of 18. This could be via social media, 
gaming platforms, chat apps or forums. It could also involve sharing between 
devices via services like Apple’s AirDrop which works offline.  

The motivations for taking and sharing nude and semi-nude images, videos and live 
streams are not always sexually or criminally motivated.  

Staff must follow the advice set out in the Safeguarding and Child Protection policy if 
an incident involving the sharing of nudes and semi-nudes by pupils comes to the 
attention of any member of staff.  

This advice does not apply to adults sharing nudes or semi-nudes of under 18-year 
olds. This is a form of child sexual abuse and must be referred to the police as a 
matter of urgency. Any images must not be copied, stored or viewed by staff and 
they must be reported to the DSL immediately. 
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Social Media 
Social media is a broad term for any kind of online platform which enables people to 
directly interact with each other.  The School recognises the numerous benefits and 
opportunities which social media offers. Staff are actively encouraged to find safe 
creative ways to use social media. However, there are some risks associated with 
social media use, especially around the issues of safeguarding, bullying and 
personal reputation.  

All staff must take responsibility for their actions online. Staff should ensure they 
understand the tools they are using, the implications of any privacy and sharing 
settings, and, on a site-by-site basis, the terms and parameters of any connections 
or networks made. Staff must be aware that pupils will be naturally curious about 
their personal life outside School and may try to find out more about staff. Staff are 
to ensure their personal social networking sites are set as private and pupils 
are not approved contacts.  

Professional communications are those made through official channels, posted on a 
School account or using the School name. All professional communications are 
within the scope of this policy. 

The School respects privacy and understands that staff may use social media 
forums in their private lives. However, personal communications can have a negative 
impact on professional standards and/or the reputation of the School.  Personal 
communications are those made via a personal social media account. In all cases, 
where a personal account is used which associates itself with the School or impacts 
on the School, it must be made clear that the member of staff is not communicating 
on behalf of the School with an appropriate disclaimer along the lines of 'The views 
expressed here are my own and not my employer’s'.  Such a disclaimer does not 
dispense with the need to exercise good judgement and care in what staff say and 
do online. Staff should use caution when promoting companies or other services 
when it could be deemed that NLCS is promoting these. As a “rule of thumb” staff 
should not promote companies or service providers from social media accounts.  

Staff must not use social media to criticise pupils, parents, colleagues or others 
within the School community, or publish anything which could identify pupils or 
parents on any personal social media account, webpage or similar platform. This 
includes publishing photographs, videos, or other materials such as pupil work.  

Personal communications which refer to or impact upon the School are within the 
scope of this guidance, whilst personal communications which do not refer to or 
impact upon the School are outside the scope of this guidance. 

There should be no communications between staff and pupils on personal 
social media. All electronic communication between staff and pupils should be 
conducted via School channels. If a pupil messages a member of staff privately, the 
communication should be redirected to a School channel and any concerns reported 
to the DSL or their deputy.  

If staff have concerns about a pupil’s behaviour online, including if they feel they are 
the victim of cyberbullying or inappropriate comments, photos or posts, or if they 
believe their own actions may be misinterpreted, they should immediately notify the 
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Vice Principal. Should staff receive abusive messages, it is advisable not to delete 
them but to keep a record to assist with any investigation.  

Official School social media accounts 
The School community is encouraged to consider if a social media account will help 
them in their work, for example, a PE department Instagram account, or a Facebook 
page. Anyone wishing to create such an account must present a case to the 
Principal, which covers the following points: 

● The aim of the account 
● The intended audience 
● How the account will be promoted 
● Who will run the account? 
● Will the account be open or private/closed? 

Following consideration, an application will be approved or rejected. In all cases, the 
Principal must be satisfied that anyone running a social media account on behalf of 
the School has read and understood this policy. This also applies to anyone who is 
not directly employed by the School, including volunteers or parents.  The School’s 
social media accounts will be monitored by the Director of Marketing to ensure 
appropriate use. 

Reporting digital safety issues 
Staff using the School network should report any related issues and concerns to the 
Vice Principal.  The Vice Principal will review the issue or concern, seek assistance 
from the IT Manager if required, and take any necessary action.  The member of 
staff raising the concern or issue will be kept informed of developments and any 
action taken as a result. 

All Digital Safety incidents, especially those considered serious, should be reported 
to the Vice Principal. 

Monitoring and review 
The School reserves the right to monitor the use of the digital communications and 
technology in the School, including the use of the internet and email.  

The Vice Principal and IT Manager are responsible for the implementation and 
annual review of this policy and will review the record of Digital Safety incidents and 
new technologies where appropriate, to consider whether existing security and 
Digital Safety practices and procedures are adequate.  

This policy will be reviewed at least annually and more frequently if changes to 
legislation, regulation or statutory guidance require. 

The date of the next review is shown on the front page. 
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Appendix A:  Summary of procedures for staff in the event of a breach of this 
policy by a pupil or member of staff  
 

An inappropriate website is accessed inadvertently: 

● Immediately report to DSL 
● Email IT Support so that the website can be added to the banned or restricted 

list 

A member of staff has used IT equipment inappropriately: 

● Ensure that no one else can access the material by shutting down the 
computer 

● Immediately report to the Principal and DSL  
● Record the incident in writing 

A member of staff receives inappropriate material: 

● Do not forward this material to anyone else – doing so could be an illegal 
activity 

● Ensure the device is shut down and record the nature of the material 
● Immediately report to DSL  

A member of staff has inappropriately communicated with a pupil using IT 
equipment: 

● Ensure the pupil is reassured 
● Immediately report to the Principal who should follow the Code of Conduct for 

Staff and Safeguarding and Child Protection Policy (if relevant) 
● Preserve the information received by the pupil if possible and pass to the 

Principal  
● If the allegation is made against the Principal, immediately report to the Chair 

of Governors, or in his absence, the vice-chair and follow the Safeguarding 
and Child Protection Policy and procedures 

Threatening or malicious comments are posted to the School website or 
distributed via the School email system (or printed out) about a member of 
staff in School: 

● Preserve any evidence 
● Immediately report to the Principal 

Where images of staff are posted on inappropriate websites or have 
inappropriate information about them posted anywhere: 

● Immediately report to the Principal 

Sharing nudes and semi-nudes: how to respond to an incident (overview): 

● See the Safeguarding and Child Protection Policy 
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